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HOJIOXKEHHUE O BAINNUTE HEPCOHAJIBHBIX TAHHBIX

1. O01mume mMoJ10KeHN A

1.1. ITonoxxenue o 3amurte nepcoHanbHbiX AaHHbIX UIIOY « ABTomkona «paiiBep»

(nanee-

opranmu3zanus) paspabotaHo B cooTBeTcTBHH ¢ DenepanbHbIM 3aKOHOM OT

27.07.2006 Ne 152-®3 1 UHBIMA HOPMATHUBHO-TIPABOBBIMU aKTaMH B 00JIACTH 3aLTUTHI
NEPCOHATBHBIX JaHHBIX, ACHCTBYIOIUMH Ha TeppuTOopru Poccun.

1.2. lens nactosmero [lonoxkeHus: — 3amura NepCOHANBHBIX AHHBIX PAaOOTHUKOB,
OoOy4JaromuXcs OpraHU3allMd OT HECAHKIIMOHUPOBAHHOTO JOCTYIA M pa3IJalleHus,
MPEIOTBPAILLICHUE W BBISBICHUE HApYyLUIEHWW 3akoHojarenscTtBa Pd, ycTtpaHeHue
MIOCJICICTBUM TaAKUX HAPYLICHUM.

1.3. B uenax nacrosiuiero [lonoxenns:

moJ  TepcoHaIbHBIMU JaHHBIMH (manee — [IJ]) noHmmaercs mroGas
uHpopManms, TMNPSIMO HWIM KOCBEHHO OTHOCHIIAsCI K  CYOBEKTY
MEPCOHAJIbHBIX JaHHBIX;

noa yrpozamu OesomnacHocTd [IJ[ moHMMaeTcss COBOKYIMHOCTh YCJIOBUU M
(haKTOpOB, CO3MAOIINX OMACHOCTh HECAHKIIMOHHMPOBAHHOTO, B TOM YHCIIC
CIy4alHOTO, JOCTYNAa K MNEPCOHAIBHBIM JIAHHBIM, PE3YJIbTATOM KOTOPOIO
MOTYT CTaTh YHUUYTOXXCHHE, HW3MEHEHHEe, OJOKMpOBaHWE, KOMHUPOBAHME,
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MPENIOCTaBICHUE, PACIPOCTPAHEHUE NEPCOHATIBHBIX JAHHBIX, a TAKXKE UHBIC
HEIpaBOMEPHBIE JEUCTBUS NPHU UX 00pabOTKe B MH(YOPMALMOHHOW CUCTEME
MEPCOHANIBHBIX JAHHBIX;

e II0J ypOBHEM 3amuineHHOCTH I/l moHMMaeTcss KOMIJIEKCHBIM I10Ka3aTeib,
XapaKTepu3yloluii TpeOoBaHUS, HCIOJHEHHE KOTOPBIX 00OecrneunBaeT
HEUTpanu3aluio onpeneaeHHbIX yrpo3 6e3onacHoctu [1J] npu ux o6padoTke
B MH(OPMAIIMOHHON CUCTEME.

1.4. Hacrosimee IlonokeHne M HM3MEHEHUS K HEMY YTBEPKIAIOTCA JAUPEKTOPOM
UIIOY « Asromkona «JlpaiiBep» U BBOASTCS mpuKazoM. Bce paboTHUKH,
oOyyaromuecs: OpraHu3aluy JOJIKHBI ObITh O3HAKOMJIEHBI MO/ MOANUCH C JaHHBIM
[TonoxeHnemM U U3BMEHEHUSIMH K HEMY.

1.5. Hacrosimee ITonoxxenue Berymnaer B cuiny ¢ 09 ssuBapst 2023 ropa.
2. 3ammTa NepPCOHAJBHBIX JAaHHBIX
2.1. Opranuzanusi NpUHUMAET cleayrolue Mepsl 1o 3amute [1/1:

2.1.1. HaznaueHnue nuia, OTBETCTBEHHOT0 3a 00pabotky I1/], koTopoe ocymiecTBiser
opranuzaiuio oopabotku [1/], oOyueHne u MHCTPYKTaX, BHYTPEHHUN KOHTPOJIbL 3a
cobiroieHueM paboTHUKaMu TpeOoBaHui k 3amtute [1]1.

2.1.2. Pa3paboTka MOJUTUKHU B OTHOIIEHUU 00padoTku T1/1.

2.1.3. Ycranosnenue mnpaBuia goctyna k IIJ[, oOecrieueHue perucTpamuu u ydeTa
BCEX JICMCTBHM, coBepiaembix ¢ [1]1.

2.1.4. VYcraHoBiE€HHWE HWHIMBUIYAJbHBIX TApPOJIEH JOCTyNma COTPYAHUKOB B
UHPOPMAIIMOHHYIO CHUCTEMY B  COOTBETCTBUHM C WX TMPOU3BOJCTBEHHBIMU
00513aHHOCTSMH.

2.1.5. llpumeHeHHE MPOUIEANINX B YCTAHOBJICHHOM IMOPSJIKE IMPOUEAYPY OLICHKH
COOTBETCTBHSI CPEJICTB 3AIIUTHI HHPOPMAIIHH.

2.1.6. CeprudunupoBaHHOE aHTUBUPYCHOE MPOTPAMMHOE O0ECIIEYCHHE C PETYIISIPHO
OOHOBIIsIEMBIMH Oa3amu.

2.1.7. CobnrofeHre yCiIoBHi, 00ecIeunBaromuXx coXpaHHocTh [1]] 1 uckimrogaronmmx
HECAHKIMOHUPOBAHHBIA K HUM JTOCTYII.

2.1.8. OGHapyxenue (HakTOB HECAHKIIMOHUPOBAHHOTO focTyna K I1/].

2.1.9. BoccranoBnenue I1]1, MoaubunpoBaHHBIX WM YHUYTOKEHHBIX BCIICJICTBUC

HCCAHKIMUOHHUPOBAHHOI'O JOCTYIIAd K HUM.

2.1.10. O6yuenune paOOTHUKOB, HETIOCPEICTBEHHO OCYIIECTBIsSIOINX 00padboTky 1/,
MOJIOKEHUSM 3aKOHOJaTeibcTBa P®D 0 mnepcoHadbHBIX JaHHBIX, B TOM YHCJE




TpeOOBaHUSAM K 3allUTe TEPCOHAIBHBIX JAHHBIX, JOKYMEHTaM, OMPEICISIONIAM
MOJINTUKY OpTaHW3aIMu B OTHOIICHWH o0pabotku [IJ[, JoKambHBIM akTam 1O
BOIIpocaM 00paOOTKU MEPCOHATIBHBIX JaHHBIX.

2.1.11. OcyiiecTBaeHre BHYTPEHHETO KOHTPOJISL U AyJIUTA.

2.1.12. Omnpenenenue Tuma yrpo3 0€30MacHOCTH M ypoBHeW 3amuineHHoctu 11,
KOTOpBIE XpaHATCs B MH(OOPMAIIMOHHBIX CUCTEMAX.

2.2. Yrpo3sl 3alUIIEHHOCTH NTEPCOHAIBHBIX TaHHBIX.

2.2.1. VYrpo3pl mnepBoro Tumna. B cHCTEeMHOM HpOrpaMMHOM OOecleYeHUuu
MH(POPMAIIMOHHON CUCTEMbI €CTh (YHKUHMOHAIbHBIE BO3MOKHOCTH IMPOTPAMMHOIO
oOecrieyeHusi, KOTOpPblE HE YyKa3aHbl B ONUCAaHUU K HEMYy JIMOO HE OTBEYAIOT
XapaKTEpUCTHUKaM, KOTOpPbIE 3asiBUJI NMPOU3BOAUTENb. M 3TO MOTEHUMAIBHO MOKET
IPUBECTH K HEITPABOMEPHOMY UCITOJIb30BAHUIO MIEPCOHAIIBHBIX JaHHBIX.

2.2.2. VYrpo3sl Broporo Ttumna. IlloTeHuuanbHbie MPOOIEMbl C MPUKIATHBIM
IPOrpaMMHBIM O0ECIICYEHHEM — BHEIIHUMH MPOrpaMMaMH, KOTOPbIE YCTAaHOBJICHBI
Ha KOMIIbIOTEpax pabOTHUKOB.

2.2.3. Yrpo3sl TpeTbero tuna. [loTeHInaabHOM OMacHOCTA HU OT CUCTEMHOI0, HU OT
IPOrpaMMHOT0 00ECIICUCHHSI HET.

2.3. YpoBHU 3aIUIIICHHOCTH IEPCOHAIBHBIX JAHHBIX.

2.3.1. TIlepBelii ypOBEHb 3alIUIICEHHOCTH. Ecou  opraHu3amus  OTHecja
MHPOPMAITMOHHYIO CHCTEMY K IEPBOMY THUITY YIPO3bI MU €CIU TUIT YTPO3bI BTOPOH,
HO opraHm3amus oOpaOaTeiBaeT crnenuanbHble Kateropuum I1J[ Gomee 100 ThIc.
buzudeckux auIl 6e3 yaeta pabOTHHUKOB.

2.3.2. Bropoil ypoBeHb 3alUIEHHOCTU. Eciu Tum yrpo3sl BTOpOH M OpraHu3aius
oOpabartbeiBaeT crenuaibHble Kateropuu IIJI paGoTHUKOB (0OydYaromuxcs) BHE
3aBUCUMOCTU OT MX KOJIMUECTBAa WM crneuuanbHbie kateropuu I1J] menee yem 100
ThIC. (PM3MYECKUX JHI, WM JIIoOble apyrue kareropum II1J[ Gonee wem 100 ThIC.
du3nuecknx JWIl, WIA TPU TPETbeM THUIIE YIPO3bl OpraHu3aius oOpadaTbiBaeT
crieruanbHble KaTeropun fanHbix 6onee yem 100 Thic. HU3HUECKUX JIHII.

2.3.3. TpeTuit ypoBeHb 3aIIUIIEHHOCTH. ECIIM npu BTOPOM THUIIE YTPO3bl OPraHU3aLINs
oOpabatsiBaeT obmme I/l paborHukoB (oOyuarommxcs) uiu meHee dem 100 ThIC.
du3nyUecKnX JWI, WIA TPH TPEThbeM THUIIE YIPO3bl OpraHm3aius oOpadaThiBaeT
cneuuanbubie kateropuu [/ pabotHukoB (oOyuatomuxcs) uinu menee yeM 100 Teic.
¢u3nUecKnX NI, WIA TPH TPEThbeM THUIIE YIPO3bl OpraHm3aius oOpadaThiBaeT
ouomerpuueckue [/, wim mpu TpeTbeMm THIIE Yrpo3bl OpraHu3ais oOpabaThiBaeT
obmmue I1J] 6omee wem 100 ThIC. PU3UUESCKUX JIHII.




2.3.4. YerBepThlii ypOBEHb 3ALIMUIEHHOCTU. ECIM TpPU TPETBEM THUIE YIPO3BI
opraHuzanus o6pabarbiBaeT Toibko oOmue I[1/] paboTHukOB (OOydaromuxcs) WU
Menee ueMm 100 Thic. PU3NUECKUX JIUII.

2.4. ITpu 4eTBEpTOM YPOBHE 3AIIUIIEHHOCTH IEPCOHAIIBHBIX JJAHHBIX OpTraHU3aIus

o o0ecreunBaeT pPeXUM OE30MACHOCTH TMOMEIIEHUN, B KOTOPBIX pa3MeIlacTe
UH(OPMAIIMOHHYIO CUCTEMY;

o o0ecreunBaeT COXpaHHOCTb HOCUTEIEeH UHPOPMAIIUK;

o YTBEPKJAET MEepeueHb paOOTHUKOB, NOMYIIEHHbIX 10 T1/];

e HCIOJIB3YET CpEJCTBA 3allUThl WH(OOpPMALUHM, KOTOPHIE MPOILLIU OIEHKY
COOTBETCTBUsI TPEOOBAHUSAM 3aKOHA B 00JjlacTU oOecrieueHus 0€30MmacHOCTH
uH(pOpMaIIIH.

2.5. Ilpu TpetbeM ypoBHE 3amuiieHHOcTH [IJ[ AOMOJHUTENBHO K Mepawm,
NEePEUYUCIICHHbIM B TyHKTe 2.4 Hacrtoguiero llonoxxeHusi, opraHuzainus Ha3zHayaeT
OTBETCTBEHHOTO 3a o0ecrneueHne 6e3onacHoctu 1] B uHpopmanmonHoi cucreme.

2.6. Ilpu BTOpoM ypoBHE 3amuiieHHocTd IIJI AOMONHUTENBHO K Mepawm,
NEepPEUnCIICHHbBIM B TyHKTax 2.4, 2.5 wnacrosmero IlonoxxeHus, opraHuzamnus
OTPAaHUYUBACT JIOCTYI K DJEKTPOHHOMY JKypHalIy COOOIICHUH, 3a HCKIIOYCHUEM
PabOTHUKOB, KOTOPHIM TaKHE CBEJICHUSI HEOOXOAUMBI JJIsl pabOTHI.

2.7. Ilpm mnepBoM ypoBHe 3amuuieHHocTH IIJ[ JOMOJHUTENIBHO K Mepam,
NEPEUYHUCICHHBIM B TyHKTaX 2.4—2.6 HacTosuiero [lonoxenus, opranuzanus:

o o0ecreuynBaeT aBTOMATHUYECKYHO) PETHUCTPAIlMI0 B AJICKTPOHHOM JKypHase
0€301MacHOCTH M3MEHEHHUs TOJHOMOYHN paboTHHUKOB 1o jomycky k IIJ] B
CHCTEME,;

e CO3JIaCT OTACJH, OTBETCTBEHHBIM 3a Oe3omacHocTh IIJl B cucreme, nmmbo
BO3JIaraeT TaKyl OO0s3aHHOCTh Ha OJIMH W3 CYIIECTBYIOIIUX OTIEIOB
paboToarers.

2.8. B nensx 3amutel [1]] Ha OyMa)kHBIX HOCUTENSAX OpraHU3aIlvs.

e TPHUKA30M HAa3HAYAET OTBETCTBEHHOTO 3a 00paboTky I1/1;
e OrpPaHUYMBAET JIONMYCK B IOMEIICHHUS, T/I€ XPAHATCS JOKYMEHTBI, KOTOPBIE
coaepkar [1/] paboTHHKOB, OO yJarOITUXCS
e XpaHWT JOKYMEHTHI, cojaepxamue I[IJ[ paboTHukoB, oOydarommxcs B
mkadax, 3anuparonuxcs Ha K0y,
e XPaHWT TPYJIOBbIE KHWKKH PAOOTHHUKOB B celipe pyKoBOIUTES
OpraHu3aIuu.
2.9. B mnensx oOecrieueHus: KOHPUACHIIMAIBHOCTH JTOKYMEHTHI, coaepkamue [1]]
pabOTHUKOB, OOydJarmuxcs O(QOPMIISIIOTCS, BEIYTCS W XPAHITCS  TOJIBKO
pabOTHUKAMH OpTaHU3aIMU, a UMEHHO: TUPEKTOp, TJIABHBIN Oyxranrep, Oyxrantep,
aIMUHUCTPATOP.




2.10. PabGorHuku opranuzauuu, jgomnyiieHHsle K IIJI paOoTHuKOB, oOydarommxcs
MOJAMKCHIBAIOT 0053aTeNbCTBA O HEpa3IJIallleHWH [EePCOHANBbHBIX JaHHBIX. B
MIPOTUBHOM ciy4dae 10 00padoTku [1J] paGOTHUKOB HE AOMyCKaIOTCs.

2.11. Jomyck k nokymeHTam, coaepkauum IIJ] paOoTHHKOB, BHYTpU OpraHU3alUU
OCYILECTBIISIETCSI HA OCHOBaHMM PeriiaMeHTa gomycka K oOpa0OTKe MEepCOHAIbHBIX
JAHHBIX OPTaHU3ALUH.

2.12. Tlepenaua II/] mo 3ampocaM TpeTbUX JIMI[, €CIM Takas IMepeaadya OpsIMO HE
peIyCMOTPEeHa 3aKOHOJATeNIbcTBOM P®d, momyckaeTcsi HCKIIOYUTENBHO C COTJIACHSs
paboTHHKA, o0ydaromierocsi Ha 00pabOTKy €ro NMEepPCOHAIBHBIX JAHHBIX B YaCTH UX
NPEIOCTABJICHUS WIIA COTJIACHS Ha PaCIIPOCTPAHCHHE MMEPCOHAIBHBIX JTAHHBIX.

2.13. [Ilepemaua wundopmaruu, cojaepxaimieir cBegeHuss o IIJ[ paGoTHUKOB,
oOyyJaromuxcs 1o TeleQoHy B CBS3UM C HEBO3MOXKHOCTHIO HACHTU(DUKAIMU JIUIIA,
3anpanIuBaroero HHPopMaIuio, 3aIperaeTcs.

3. 'apanTun KOHQPUIEHINAIBHOCTH MEPCOHATBHBIX JAHHBIX

3.1. Bce paboTHHMKM oOpraHuzaiuu, ocyuiecTBistomue oopadotky IIJI, obs3anb
XpaHUTh TaliHy O cBeleHusX, cojepkammx IIJI, B coorBerctBumM ¢ IlonokeHueM,
TpeOOBaHUSIMH 3aKOHOIAaTeNIbCTBA PD.

3.2. PaGoTHuK, 0Oydaromuiics BmpaBe TpeOOBATh IMOJHYIO HHPOPMAIIUIO O CBOUX
NIePCOHAIILHBIX JaHHBIX, 00 X 00pabOTKe, UCTIONH30BAHUH U XPAHCHUH.

3.3. Jlunia, BUHOBHBIE B HAPYLIEHUU HOPM, PETYIUPYIOIIUX MOIyYeHHEe, 00paboTKy U
3aIIUTY I pabOTHUKOB, oOyyJaronmxcs HECYT JTUCUUIUIMHAPHYIO,
aIMUHHUCTPATUBHYIO, TPAXKIAHCKO-TIPABOBYIO WIIA YTOJOBHYIO OTBETCTBEHHOCTH B
COOTBETCTBUHU C 3aKOHOJATEIBCTBOM.




